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Identification of information 
security competencies in home 
users can help develop 
programs that promote secure 
behavior and create 
conscientious cybercitizens
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Agenda

¡ InfoSec Issues for Home User
¡ List of Concerns for Home users
¡ Relevant Models of InfoSec
¡ Directions for further research
¡ Discussion/Comments
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Home User Characteristics

¡ Not governed by organizational policies
¡ Access to “always on” connections
¡ Admin privileges on home network
¡ Wireless mobile devices 
¡ Conduit to corporate networks
¡ Personal records (health, financial) 

stored without encryption
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Education vs. Training

Education
¡ Curriculum based
¡ Broader Approach
¡ Integrates with 

other topics
¡ Development of 

intellect for 
broader 
understanding

Training
¡ Practical 

implications
¡ Short sessions
¡ Task oriented
¡ Skills Development 

for economic/social 
reasons
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Review of Literature

Academic Journals
¡ Information Systems Research
¡ Journal of Organizational and End User Computing
¡ Communications of ACM
¡ Information & Management Journal
¡ MIS Quarterly
¡ Information, Management & Computer Security

Trade Magazines
¡ Network World, CIO, eWeek
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Relevant Theories/Models

Motivation/behavior theories

¡ Detterence Theory 
(Theoharidou, 2005; Straub & Welke, 1998; Parker, 1998)
Punishment and sanctions may deter criminals from 
committing illegal acts

¡ Theory of Planned Behavior (Ajzen, 1998)
Attitude, subjective norms, and perceived behavioral 
controls explain behavior of computer misuse

¡ Technology Acceptance Model (Davis, 1989)
Perceived Usefulness (PU) is degree to which the system 
enhances performance; Perceived Ease of Use (EOU) is 
degree of software that is free from effort
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Protection Motivation Theory
(Rogers 1975, 1983)

¡ Studied mostly in context of health and environment
¡ Assessment of threat is based on perception of severity of the 

threat, and probability of occurrence
¡ Evaluation of threat and response to threat, will result in 

particular behavior

Security choices
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List of home user concerns

¡ Viruses/Worms
¡ Spam
¡ Privacy/ID Theft
¡ Spyware/Keyloggers
¡ Phishing/Pretexting
¡ Network security
¡ Child safety on Internet
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Competencies for Home User

¡ Personal Firewall configuration
¡ Wired Router configuration
¡ Wireless security
¡ Operating system service pack 

management
¡ Patch management
¡ Spam filtering
¡ Email configuration
¡ Computer forensics
¡ Networking issues
¡ Spyware management
¡ Web security
¡ Java/Active X control 

management

¡ Web security
¡ Pop up blocking
¡ Instant messaging
¡ Anti-virus program 

configuration
¡ Disk/File Encryption
¡ Biometric authentication
¡ Online fraud detection
¡ Denial of Service attacks 

awareness
¡ Backups
¡ Disaster recovery planning
¡ Backup/Image hard drive
¡ Malware
¡ Spoofing
¡ Spam control
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Corporate Strategies for Mitigating risk

¡ Education
¡ Privacy policy on web
¡ Unique authentication models
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Delphi Study

Structured approach for collecting and 
distilling knowledge from groups of 
experts interspersed with controlled 
opinion feedback (Adler & Ziglio, 1996)

¡ Experts from Banking, Government, Education 
identified

¡ (Looking for experts in other industries)
¡ Goal is to achieve consensus about core 

competency information security requirements for 
home users
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Empirical Study 

¡ Development of standardized instrument 
to determine current competencies of 
home users from different demographics

¡ Based on results, develop understanding 
of risk profile, and strategies for 
informing/educating home users
(Also called for in “National Strategy to Secure 
Cyberspace” document, 2002)

¡ Results should be useful to policy makers, 
management, computer vendors
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Questions/Comments
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