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Privacy Awareness on Social Networking Sites

An Empirical Investigation of Privacy Awareness
and Concerns on Social Networking Sites
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Carrollton, GA 301 18, USA, cbrown@westga.edu
ABSTRACT

Privacy affects every user who exchanges information over the Internet. In the past
Jew years, the growth of information on social networks (such as Facebook, T wiltter,
LinkedIn) has increased exponentially. Companies are harvesting this information
with and without the knowledge of individuals. While the exchange of information and
seamless interaction between individuals and groups has become an easy task, issues
related to this exchange, such as information privacy and security, have created new
challenges. This study investigated respondents’ attitudes towards privacy on social
networking sites. In addition, the study sought to ascertain  whether socio-
demographic variables and knowledge of privacy issues influence attitudes and
privacy concerns towards using social computing sites. Datg analysis includes
descriptive profile analysis, and Statistical validation of attitudes and privacy
concerns by means of correlation, regression, and cluster analysis. There was g
significant relationship between privacy awareness and knowledge based on
information provided by respondents, Most socio-demographic varighles did not show
significant effects on information privacy concerns, Implications of the findings are
discussed. Further research is needed to investigate individua] concerns on specific
information thar is being collected, stored, and shared on popular social networking

Sites.

KEYWORDS
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INTRODUCTION

networks to communicate with customers, monitor metrics, observe competitors, and
for information analysis concerning brands, products, and company image (Rinaldo,
Tapp, & Laverie, 2011). The ease with which information can be collected and
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processed by companies, marketers, and web site operators has raised concern for the
information age (Smith, Dinev, & Xu, 2011). Purcell, Brenner, and Rainie (2012)
report that most users disapprove of personal information being collected for search
results or for targeted advertising. However, looking at the content being posted and
the number of searches being conducted every second, users are willing to give up
information in return for customized information to fulfill a need to seek information,
communicate, interact, or complete a transaction. Companies are collecting
information from users and selling this information to other stakeholders, often
disregarding the privacy aspect under which data were collected in the first place.
Social networking sites such as Facebook, YouTube, Twitter, Google Plus, and
LinkedIn have transformed the way in which consumers generate, share, and interact
with information (Patterson, 2012). Using technical enablers of accessing services via
mobile phones, tablets, netbooks, and desktop computers, social computing has
enabled real-time interactions between individuals, groups, and businesses.
Information is being stored and collected via cloud computing, Radio Frequency
Identification (RFID), Near Field Communication (NFC), and biometric systems.
Privacy on social networking sites is different from privacy when browsing the web
because social networking sites have identity as well as demographic information that
can be associated with users when they are logged in and browse for products and
services displayed on social networking sites.

The millennial generation has grown up with texting, sharing photos, posting on
blogs, and interacting on social media sites from their laptops and mobile devices
(Alsop, 2008). This form of communication is their preferred mode as compared to
the older generation who grew up with voice calls and e-mails. Technology has
become user friendly, and as a result, individuals are volunteering more information
about themselves when they interact with friends, acquaintances, and strangers on
social networking sites. Although most web browsers include a ‘do not track’ button,
this feature is seldom used because the feature is not automatically activated by
default. Consumers are not aware that there is constant data collection underway on
social networking sites (Shilton, 2009). Tweets, blogs, wikis, and videos are full of
information about an individual’s attitudes and opinions over a range of personal and
professional topics. Information about individuals is openly available on the Internet.
Companies are looking to collect browsing data from individuals to target
advertisements that may be of potential benefit to the user. Information privacy is a
complex concept that has been studied from many perspectives to include psychology,
marketing, management, and information systems (Pavlou, 2011). Unfortunately,
issues associated with social computing interaction, such as security and privacy, have
taken a back seat to the ease with which information can be exchanged or
compromised. There is therefore a strong need to study information privacy in relation
to individuals who use social networking sites.

Purpose of the Study

The current generation of students is growing up in a social environment that is
progressively interactive and communication intensive (Li, Greenberg, & Nicholls,
2007). Interaction in social media and networking environments gives rise to issues
such as privacy and security. The issue of privacy has been studied from an
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individual perspective (Malhotra, Kim, & Agarwal, 2006), but these studies have not
addressed attitudes towards privacy specific to social computing. For the purpose of
this study, the term “Social Computing” is used to indicate user interaction on Web
2.0 and Social Media sites such as Facebook, YouTube, Twitter, LinkedIn, Pinterest
and Google Plus.

More empirical investigation s needed from an individual point of view because
interactions on social networking sites are mostly done by individuals from personal
accounts. Hazari, Hargrave, and Clenney (2008), in their study related to information
security behavior, called for more research on socio-demographic factors that affect
user behavior towards information security and privacy. Individuals who use social

computing sites range from those who are extremely concerned about privacy issues,

older consumers were more likely to be concerned about financial privacy. Some
studies have also reported constructs such as trust (Eastlick, Lotz, & Warrington,
2006), ethics (Culnan, & Williams, 2009), and cultural values (M ilberg, Burke, Smith,
& Kallman, 1995) are also related to privacy concerns,

While of the focus of previous studies have been mostly in relation to purchasing
behavior, there is a strong need to study information privacy in relation to individuals
who use social networking sites. Stutzman (2006) stated that social networking

computing privacy, and socio—demographic factors that may be related to these
attitudes. A Privacy Awareness Score was computed based on survey responses.

typically used when measuring attitude (Bagozzi & Burnkrant, 1979; Gonzalez,
1992). A survey instrument was developed to explore business students' attitudes
toward online privacy on social networking sites, as well as their knowledge,
understanding and preferences towards online privacy issues.
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SOCIAL COMPUTING ENVIRONMENT

On social computing sites, companies have partnered with the sites to offer incentives
(such as coupons) and get more information about the user to the sites. This
information may be sold to other third party vendors who build a profile of the user
based on aggregated data from multiple sites. The web has grown from static to an
interactive medium. It is now accessible via mobile devices that are ubiquitous for the
digital generation as can be seen from this study which found that a majority of
respondents access sites from their smartphones. More research is needed to explore
specific characteristics that may affect privacy as it relates to the use of social media
sites.

For example, Geolocation and behavioral targeting are becoming very sophisticated
and integrated into web advertising networks (Wang, Burgener, Kuzmanovic, &
Macia-Fernandez, 2011). In the Web 2.0 world, most consumers expect some tracking
is done by companies so data and personal information is always at a risk of exposure.
Contextual or behavioral advertising generates the revenue stream for companies that
are collecting a lot of data. This revenue stream supports free content that consumers
expect to be available to them. Marketers are interested in collecting information from
consumers because they want granular information on consumers so they can tailor
advertising in a personalized way. This is done by knowing more about the tastes,
behaviors and fears of the target market (Chaney, 2009).

Consumers are prepared to reveal personal information in exchange for rewards such
as coupons, promotions and incentives. The privacy paradox has been reported in
literature as the willingness by users to provide information despite acknowledging
their concern for privacy issues (Acquisiti & Grossklags, 2005; Barnes, 2006).
Further, the privacy calculus takes into account the value placed on certain pieces of
personal information which are relinquished in exchange for promotional items (such
as coupons), but other information which is considered more valuable is retained and
protected from marketers (Varian, 2006). Privacy has a technical as well as a
behavioral component, but it is up to the user to be aware of the differences between
these types of controls. Using technical controls, privacy can be controlled by using
in-browser privacy protection (Chen & Rea, 2004). A privacy policy should be clear
in explaining data that will be collected when visitors use the website. Related to data
and information gathering, companies are expected to disclose the terms of service on
how the data collected will be stored, used, and shared. Belanger and Crossler (2011)
have called for more studies that investigate user input and profiles into information
privacy practices followed by companies. With the exponential growth of social
computing, there is a demonstrated need to study which variables affect aspects of
information privacy when consumers visit social networking sites.

Legal issues related to Privacy

On the Internet, there is a tradeoff between personal information and service, and legal
issues arise as a result of accessing information over the Internet. Over the years there
have been many laws related to electronic communication that have addressed data
and information access. For example, the Electronic Communications Privacy Act
was passed in 1986, before the Internet became an essential means of communication.
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This law stated that if information is stored on a server, the law makes it easy for law
enforcement or the government to access it via a subpoena. The CAN-SPAM Act of
2003 attempted to regulate commercial email messages. The law did not Jjust apply to
bulk email as it also included any commercial message where a commercial product
or service is promoted. Regulations that govern privacy are essential to support open
exchange of information between individuals, businesses, and networks. There are
other types of laws that govern information exchange between companies and users
on websites and social computing sites. Few individuals are aware of how these laws
affect use of social media sites. In 1998 the Child Online Privacy Protection Act
(COPPA) legislation was introduced to protect minors. The legislation required
parents’ permission before kids less than thirteen years of age could give out personal
information on websites. If a web user was under thirteen years old, he/she was not
required to provide any personal information. The COPPA legislation is dated since it
was introduced 15 years ago and the generation of web innovation since then has seen
rapid changes in the ways the web has evolved.

There has been a shift from individual marketing to group marketing as is evidenced
by popularity of social networking sites such as Facebook and Twitter. Previously the
model for Internet digital marketing was one-to-one which targeted individuals who
were web users. Today, companies are not only trying to influence individuals but
also connect with other contacts of that individual. The Federal Trade Commission
has requested updates to privacy laws for kids on the web, but getting product
advertisers, privacy advocates, and web operators to agree on ground rules is not
always easy. These laws are needed for the protection of individuals who interact on
social computing sites (Foster & Greene, 2012). For example, the use of real names on
social networking sites (especially Facebook and LinkedIn) makes individuals
vulnerable to identity theft. This is because in addition to the name, other personal
information such as birthdate, hometown, and phone number is also available for view
if the privacy control is not set. Triangulating this information with other public (and
publicly available) information such as property records, tax assessor files, court files,
and professional and business licenses would allow digital profiling which could be
used to perpetuate identity theft.

Privacy issues of social computing sites

The launch of any new social computing site usually raises questions and concerns
regarding privacy. For example, in 2010, when Google announced its new service that
would share users' information it led to lawsuits and complaints to the Federal Trade
Commission. While the Internet provides a venue for instant exchange of
communication and information, it also invites ways in which data and privacy can be
compromised by using websites, apps, and services that hold user information which
can include usernames, passwords, addresses, phone numbers, credit card numbers,
and transaction history. The nature of the social computing site may determine the
amount of privacy given to a user of that service. For example, on Twitter, tweets are
by default open to the public and can be read by any Twitter user. On the other hand,
Facebook provides the user better privacy by having the user set controls on who can
view the content. However, Facebook has been known to change its Terms of Service
which affects how information can be shared which may be different from what a user
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had agreed to in the past (Mckeon, 2010). Often users skip reading the new Terms of
Service or making changes based on how the new policy may affect their posts.

With over | billion users, Facebook is the largest social media site. Most young
people have an insatiable appetite for the social nourishment provided by social media
sites such as Facebook (Patterson, 2012). Extensive data collection takes place on
Facebook as it generates revenue by selling user data to advertisers. The collection
and sale of data is achieved by using Facebook apps as well as third-party plug-ins
that may collect consumer information such as [P number location, search keywords,
user’s web history and browser type. For the digital generation this is normal activity
in the way they connect, communicate and relate to their friends. Individuals are on
their own to decipher complicated privacy policies when interacting with companies.
A typical Facebook user does not typically think about business models or data
collection. Regarding changing privacy settings, it is not uncommon to find that users
have left the settings at the default level when they first joined the site. This is typical
behavior as Human Computer Interaction research has reported that users tend not to
change default settings (Mackay, 1991).

Facebook has been struggling over the years with trying to define an optimum privacy
policy that would be acceptable to users and businesses. In 2009 Facebook made
personal information such as the Friends List public without informing users of this
change. They also retained information of deleted accounts which included photos and
videos associated with those accounts when it was active. Facebook settled with the
FTC and agreed to allow independent auditors to come in every six months for the
next 20 years to review their privacy policy compliance (Sengupta, 2011). The FTC
has negotiated similar agreements with other social media sites such as Google and
Twitter. There have been many concerns raised over Facebook privacy but this has
not detracted from the number of users interacting daily on the website to
communicate with friends, relatives, associates, and companies. As users spend more
time connected to social media sites, the amount of information being shared and
stored on these sites is increasing daily. Communication in Facebook is done by using
the timeline, mail, photos, videos, chat, pages, groups, and third party apps. Any of
this information can be retained by Facebook and can potentially be divulged to third
parties. The exchange of information is governed by Facebook privacy policies that
users agree to when signing up for a new account. However these policies have been
tweaked over time and users are expected to abide by the new policies. A user’s basic
default privacy setting can be controlled under the Privacy Settings page but under
this page are additional settings that control who can find the user on Facebook. Some
other privacy settings can also include Timeline and Tagging where others can see
portions of your timeline and identify you in photos and videos. Additional privacy
can be set by allowing Facebook applications and third party access to the user’s
account including making their page appear on Google results and Public searches.
Block lists can be used to prohibit certain users from accessing user information and a
user may also choose to secure the account by enabling logins from known devices
and sending alerts if the user account is accessed from an unknown device. As can be
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seen from these options, the privacy and security settings can be overwhelming to a
typical user.

The changes to Facebook privacy policies have been well documented. Opsahl (2010)
provides a historical look at aspects of Facebook privacy policy over the years. For
example, in 2005, the Privacy Policy stated:

No personal information that you submit to Facebook will be available to any user of
the Web Site who does not belong to at least one of the groups specified by you in
your privacy settings.

In 2007 this changed to:

Profile information you submit to Facebook will be available to users of Facebook
who belong to at least one of the networks you allow to access the information
through your privacy settings (e.g., school, geography, friends of friends). Your name,
school name, and profile picture thumbnail will be available in search results across
the Facebook network unless you alter your privacy settings.

In 2010 this was further changed to:

When you connect with an application or website it will have access to General
Information about you. The term General Information includes your and your friends’
names, profile pictures, gender, user IDs, connections, and any content shared using
the Everyone privacy setting, ... The default privacy setting for certain types of
information you post on Facebook is set to “everyone.” ... Because it takes two to
connect, your privacy settings only control who can see the connection on your profile
page. If you are uncomfortable with the connection being publicly available, you
should consider removing (or not making) the connection.

Facebook is today the leader in the digital marketing landscape (Holzner, 2008) and
the largest social networking site. Opsahl (2010) believes that the shift from user
control of their personal information during the initial stages of Facebook (i.e. when it
was first launched in 2004) to gradually allowing more access to user information by
advertising and business partners, has been a sign of times as a result of increasing
growth, competition, and business focus which has limited users' option to control
their own information.

Previous studies on Privacy

Previous research studies have investigated privacy related issues for individuals
under different conditions such as study of purchasing behavior, loyalty cards,
banking, and social networking. A summary of significant studies related to privacy is
shown in Table 1.
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Table 1: Previous Privacy Research

Source Focus Sample Environment
Castaiieda & | Trust, Purchase Decision, | Undergrad Web Transactions
Montoro (2007) Intent to buy, Intent to | Business
provide information Students
Graeff & Harmon | Discount Cards | Consumers Retail
(2002) Loyalty Cards
Supermarket Cards
Stutzman (2006) Student Data | University Social  Network
Information Disclosure Students Communities
Lallmahamood Security Customers Internet
(2007) Banking
O'Brien & Torres | Technology Facebook Facebook
(2012) Banking Users
Youn (2009) Information Disclosure Young Web Sites
Adolescents
Tan, Qin, Kim, & | Privacy concern | Undergrad Social Networking
Hsu (2012) User acceptance Business Sites
Students

While the contributions of the above studies are significant, there are gaps that emerge
which could provide additional insight into privacy issues and concerns of consumers,
especially in studies that used social networking sites. With technology related to data
collection expanding rapidly (e.g. Near Field Communication, Radio Frequency
Identification, and mobile advertising), researchers need to periodically assess how
attitudes related to privacy have evolved as individuals get more comfortable and
accepting of technology use. Since social media sites are used on various devices such
as laptops, tablets, and smart phones, useful information can be gained from users
who are considered to be the main demographic (i.e. young adults) and who use social
media on a regular basis. This study used the dimensions of behavior, trust, policies,
and technology to understand attitudes and concerns towards privacy. Data collected
and analysis conducted as a result of this study can be used to validate previous
findings and/or provide a pathway for further research as social media sites add new
features that may impact individuals’ privacy awareness or concerns (such as
notification on changes in terms of use policies).

THEORETICAL FOUNDATION & RESEARCH QUESTIONS

This study was based on elements of the framework provided in the Ajzen-Fishbein
Theory of Reasoned Action (1980). The TRA theory, which had resulted from attitude
research of the Expectancy Value Model, posits that a person’s intention to perform a
behavior is related to the actual performance of the behavior. Using the theory in the
context of this study, an individual who has a positive attitude that a social computing
site is protecting his/her privacy would be more intent to use the site over a longer
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term. Acceptance behavior can be influenced by several factors such as individual
differences (in age, gender, experience), beliefs, attitudes, as well as situational
influences (Agarwal, 2000). According to TRA, a person's behavior will be
determined by attitude toward the behavior, beliefs about outcomes of behavior, value
of these outcomes, social impact of other people, and the person's motivation to
adhere to opinion of others. Personal attitude towards a behavior will determine the
intent to adopt a given behavior. The construct of attitude and how it affects behavior
was the main focus of the study. Deaux and Wrightsman (1988) had further
investigated the types of attitude that can impact behavior, and found three
components of attitude: (1) the cognitive aspect which affects what an individual
consciously thinks and believes; (2) the affective component which includes emotions
involved with a product or service (e.g. “I love Facebook™); and (3) the behavioral
component which refers to actions that people may have performed in the past.
Although the Theory of Reasoned Action provided the primary framework in this
study because it engages in the effect of attitudes as antecedents of intension, another
dimension of the study was addressed by the Unified Theory of Acceptance and use of
Technology (UTAUT) that was also applicable to the factors of privacy concerns in
this study. UTAUT provides an extensive review of literature on age, experience, and
gender as moderating effects of relationship between a system’s expectations and
behavior intention (Venkatesh, Morris, Davis, & Davis, 2003). The questionnaire used
in this study was developed using variables identified in the Theory of Reasoned
Action and Unified Theory of Acceptance and use of Technology.

The following research questions were investigated in this study:

1) What are the attitudes of business students towards privacy when using social
computing sites?

2) How do socio-demographic variables (e.g. gender and age) impact attitude
toward privacy? How do socio-demographic variables impact knowledge
about privacy issues?

3) Is there an association between work experience and longevity of use of social
computing sites towards privacy concerns?

4) Can socio-demographic variables predict high versus low knowledge about
privacy?

METHOD

This study used attribute independent variables which are often investigated in social
sciences and education research. The variables broadly include any predictors,
antecedents or presumed causes or influences under investigation in the study.
According to Gliner, Morgan, and Leech (2009), attributes of participants, as well as
active independent variables, fit within this definition. Quantitative data were gathered
through a questionnaire-based survey of business students enrolled at a university in
the South East United States. The questionnaire had three parts: Part One was a Likert
Scale attitude survey that had sixteen items related to Privacy Behavior, Trust,
Policies, and Technology. Table 2 summarizes previous research sources of
questionnaire items under each subscale.
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Table 2: Sources of questionnaire items

Subscale Sources

Behavior Castafieda & Montoro (2007)
Hazari, Hargrave & Clenney (2009)
Kim, Ferrin, & Rao (2008)

Tsai, Egelman, Cranor, & Acquisti (2011)

Trust Belanger, Hiller, & Smith (2002)
Bart, Shankar, Sultan, & Urban (2005)

Dwyer, Hiltz, & Passerini (2007)

Olivero & Lunt (2004)

Policies Jensen & Potts (2004)
Tsai, Egelman, Cranor, & Acquisti (2011)

Technology Brown & Muchira (2004)

Debatin, Lovejoy, Horn, & Hughes (2009)
Fogel & Nehmad (2009)
Milne & Culnan (2006)
Venkatesh, Morris, Davis, & Davis (2003)

The five-point Likert response scale ranged from “Strongly Disagree” to “Strongly
Agree”. These items captured preferences related to social computing privacy attitude
in the cogpnitive, affective, and behavioral domain. A Privacy Awareness Score (PAS)
was associated with this section of the questionnaire. A high score in this section
indicated more awareness and concern towards social computing privacy. It is
accepted practice to measure privacy concerns using self-reported scales (Stewart &
Segars, 2002; Malhotra, Kim, & Agarwal, 2004). Part Two was a knowledge quiz
related to privacy controls where respondents were asked to answer True/False
statements that tested their general knowledge about privacy. Appendix A shows
questionnaire items of Part One and Two along with identification of items under each
of the four subscales that were used in the survey. Part Three asked for demographic
information. Prior to administration of the survey, it was pilot tested with a group of
respondents that included faculty and students (not counted in the actual sample).
Feedback from the group was incorporated in the final version of the survey that was

given to 157 respondents included in this study. Content validity of survey items was
established by two faculty members in the Information Systems and Marketing
departments in the College of Business. As shown in Table 3, most respondents in this
study ranged from 18-25 years which is typical of the social computing demographic
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Table 3 Socio-demographic characteristics of the sample (n= 157)

Measure Items Frequency
Percent

Gender Male 73 46.5
Female 84 53.5

Age 18-21 yr 71 45.2
2225 yr 58 36.9
26-30 yr 9 5.7
>30 yr 19 12.1

Employment Not Employed 56 35.7
Part-time 76 48.4
Full-time 25 15.9

Social Media Sites Facebook 111 70.7

Most Used Twitter 39 24.8
LinkedIn 2 1.3
Pinterest 5 3.2

Social Media Sites <lyr 10 6.4

Used how long? 1-2yr 25 15.9
>2yr 122 71.7

Social Media Sites Smartphone 84 53.5

How most accessed? Laptop 62 39.5
Desktop 10 6.4
Tablet 01 0.6

RESULTS

The instrument assessed individuals’ attitudes toward privacy along four hypothesized
subscales. Reliability of the instrument was calculated before proceeding with data
analysis. Cronbach alpha, which is the measure of internal consistency (or
Reliability), was calculated for the scale and was found to be 0.69. Nunnally (1978)
and Thorndike ( 1996) have stated that overal] Cronbach alpha of 0.70 js considered
acceptable criterion for internally consistent scales, Although the reliability of the
overall scale was acceptable, two subscales exhibited lower coefficient of reliability
(possibly due to the small number of items in the subscales). Due to this limitation,
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Knowledge Score as the dependent variables with gender, age, and employment status
as independent variables. A one-way MANOVA was calculated examining effect of
gender on privacy awareness score and knowledge score. No significant effect was
found (Lambda (2,154) = .993, p > .05). Neither the privacy awareness score nor
knowledge score were significantly influenced by gender. A one-way MANOVA was
calculated examining effect of age on privacy awareness score and knowledge score.
No significant effect was found (Lambda (6,304) = .926, p > .05). Neither the privacy
awareness score nor knowledge score were significantly influenced by age. A one-
way MANOVA was calculated examining effect of employment status (not employed,
employed full-time, employed part-time) on privacy awareness score and knowledge
score. A significant effect was found (Lambda (6,304) =931, p <.05). Follow-up
univariate ANOVA indicated that Privacy Awareness score was not significantly
influenced by employment status (F(2,154) = 949, p >.05). Knowledge scores,
however were significantly influenced by employment status (F(2,154) = 3.673, p
<.01).

An independent-samples t test was calculated comparing the mean Privacy Awareness
scores of males and females. No significant difference was found (t (155)=.223,p>
.05). The mean score of males (m = 59.38, sd = 8.224) was not significantly different
from the mean score of females (m = 59.13, sd = 5.886). An independent-samples t
test was calculated comparing the mean knowledge (percent) scores of males and
females. No significant difference was found (t(155) = .894, p > .05). The mean of
males (m = 67.71, sd = 20.07) was not significantly different from the mean score of
females (m = 64.80, sd = 20.62).

A Pearson correlation coefficient was calculated to investigate the relationship
between users' privacy awareness and knowledge score. A weak negative correlation
that was significant was found (r(157)=-257, p < .001) between the two variables. A
linear regression was calculated to predict a users' knowledge score based on their
privacy awareness score. A significant regression equation was found (F(1,155) =
10.968, p <.001), with an R2 of .066. Users' predicted knowledge score is equal to
110.135 - 0.742 * (Privacy Awareness Score).

The average Privacy Awareness score and average Knowledge score (percentage of
items correctly answered) of users under each group is shown below in Table 4.
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Table 4 Privacy Awareness and Knowledge scores

Measure Items Privacy
Knowledge
Awareness
Score
Score
(Percent)
Gender Male 59.38
67.71
Female 59.13
64.80
Age 18-21 yr 59.06
62.57
22-25 yr 59.41
65.27
26-30 yr 60.00
76.19
>30 yr 59.11
77.44
Employment Not Employed 58.30
65.05
Part-time 59.54
63.72
Full-time 60.48
76.00

correlation that was significant was found (rs(155)= .220, p<.05). Although the
Privacy Awareness Score across all age groups were similar, the older age groups
exhibited a higher knowledge score.

One-way ANOVA was computed comparing the knowledge scores of users
under different age groups. A significant difference in knowledge scores was found
among the age groups (F(3,153) = 3.621, P < .05). Tukey’s HSD was used to
determine the nature of the differences between the age groups. This analysis revealed
that only users who were >30 years scored significantly higher than users 18-21 years.
The 22-25 and 26-30 year groups were not significantly different from either of the
other two groups.

As previously mentioned, user awareness about privacy may result in better
informed decisions when surfing the web and using social media sites. To test this
hypothesis, a seven-item knowledge quiz related to privacy controls was given to
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respondents who were asked to answer True/False statements that tested their general
knowledge about privacy issues. Cluster analysis (Kaufman & Rousseeuw, 2009)
helped determine the difference between knowledge levels of respondents and form
cluster groups based on knowledge results. Using a Hierarchical Cluster Analysis of
finding two clusters by using the nearest neighbor method, it was found for a two
cluster group, the “low knowledge” group cluster consisted of 30 respondents with a
mean score of 2.47 (35.28%) and a “high knowledge” group of 127 respondents with
a mean score of 5.14 (73.43%). Logistic regression (Field, 2009) was conducted to
assess whether the predictor variables of gender, age, and employment status could
predict whether a respondent could be placed in a low or high knowledge group.
When all three predictor variables were considered together, they were not able to
significantly predict high or low knowledge group membership (?=1.952, df=3,
N=157, p >.05).

LIMITATIONS

This study has some limitations associated with the nature of the study and the general
topic of privacy. The questionnaire included items that could have self-reported
answers which may be consistent with tendencies of socially desirable answering
patters (such as negative aspects associated with sharing of passwords and creating
accounts under fictitious names). By filling out the questionnaire for this study, some
respondents may have thought more about privacy issues that they take for granted
when interacting on social computing sites. Respondents may have read news items or
blogs related to privacy and security breaches and may have responded to general
beliefs related to privacy on the Internet (i.e. subjective norm as defined in Ajzen-
Fishbein theory of reasoned action). The Privacy Awareness Scale in this study was
considered to be unidimensional. Future studies could try to isolate individual
dimensions that may emerge from the scale for additional insight and development of
a multidimensional privacy awareness scale (which currently does not exist). The
survey respondents were located at a single institution. However, multiple sections of
different classes were used to collect data thereby providing a slightly more diverse
sample. Not all individual subscales of the questionnaire exhibited high internal
consistency so the questionnaire items were analyzed not based on subscales, butasa
holistic representation of privacy issues. It is assumed that the privacy awareness
metric used in this study is an accurate reflection of privacy concerns of individuals
who took part in this study.

DISCUSSION

Individuals form attitudes and beliefs as a result of experiences they may have had in
the past. An individual who believes their privacy has been compromised on social
computing websites would be more cautious when sharing personal information on
social networking sites. Conversely, Joinson et. al. (2010) found that people may be
inclined to relinquish privacy concerns when dealing with a trusted organization or
website. Given that the majority (77.7%) of our sample consists of individual who
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have used social media sites for more than two years, it is possible that they have
grown to accept limitations of these sites in terms of issues regarding their privacy or
compromise of personal information. Junglas (2006) investigated demographic
variables including personality traits in perceptions of privacy and found these related
to usefulness, risk, and trust to explain behavioral intentions that affect privacy. There
was a significant correlation between privacy awareness scores and knowledge scores
which were the two dependent measures in this study. Use of multiple measures
provided a better understanding towards privacy issues as a relationship could be
established between what an individual knows about privacy and his/her attitudes
towards privacy issues. This study found that gender differences did not have an effect
on privacy awareness and knowledge about privacy issues. This is consistent with
findings of Nowak and Phelps (1992) who reported that concerns about personal
privacy did not vary between men and women, and there are no differences in actions
men and women take to protect their privacy in a direct marketing context. This study
also found for the sample under study, age did not have an effect on privacy
awareness and knowledge about privacy issues. Hoofnagle, King, Li, and Turow
(2010) had similarly found that no significant differences towards online privacy
exists between younger and older adults. The employment status of respondents did
show a significant effect on privacy awareness and knowledge scores. This may have
been due to exposure related to information awareness training programs in formal
settings where employees are made aware of acceptable use policies in work place
settings and where they may have had to agree to these policies. Moreover, it is
possible that those who are working are more conscious of the potential implications
that certain information on social media sites could have negative consequences in the
workplace; therefore, the need to fully understand the sites’ privacy policies could be
more important for those who are employed.

CONCLUSION

Given the global adoption of social media sites as documented in this study, the
relevancy of the subject can be considered to be important and popular for scholarly
and professional attention. Despite the concerns about privacy on social computing
sites, social media continues to thrive as evidenced by the number of users joining
social networks. According to Gross and Acquisti (2005), the rapid increase in
participation on social media sites has been accompanied by a progressive
diversification and sophistication of purposes and usage patterns across a multitude of
different sites. For this trend to continue, site owners, advertisers, and marketers must
make their users comfortable in sharing personal information. There needs to be a
level of trust established that information gathered about an individual will not be
used in violation of the privacy policy. Perception of violation of trust may impact
willingness to share data, which in turn may affect targeted advertising to individuals.
This research has implications for individuals, businesses, regulators, and business
schools who teach students about issues privacy and social networking.

Milne, Rohm, and Bahl (2004) found that an individual's concern for privacy is a
strong predictor of safe online behavior. Although there is legislation that protects

45




Privacy Awareness on Social Networking Sites

privacy to a certain extent, what is missing is baseline consumer privacy legislation
that protects all users. Attitudes toward privacy can impact use of social computing
sites. Owners of social computing sites should take an active role in being transparent
about their privacy policies and how collected data will be used. This would influence
continued use of the site by visitors, especially where personal information and credit
card data is exchanged between users, vendors, and third party apps. Users must be
made to believe that social computing sites have the highest regard for security and
privacy similar in comparison to sites such as ecommerce and banking. This would
encourage frequent visits, more interaction, and clicking of ads, which are essential to
the revenue stream of social computing sites. For users to feel comfortable when
giving up their information over social networks, and be confident that their privacy
rights are protected, there is a strong need for further research on privacy issues in the
legal, economical, ethical, social and technical disciplines. Future research can look at
identifying antecedents towards privacy related behavior on social computing sites.
Other research can also study relationships between information privacy and related
constructs of how companies can establish social trust, and community building that
can mutually benefit both the consumers as well as the company's brand.

This study investigated privacy issues related to social computing use. The
demographics of the sample can be considered representative of typical users of social
media sites, which are young adults regularly accessing sites such as Facebook from
their smartphones (Brenner, 2013). Further research can investigate additional
demographic differences based on cultural or ethnic background. With advertisers
facing stiff challenges from competing brands who are using aggressive marketing to
attract customers, privacy of social computing has become more important because of
issues such as credit card scams and identity theft. The quest for gathering phone
numbers, email addresses and other personal data for better target marketing has led to
unscrupulous practices such as ignoring the privacy flag set in browsers. Belanger and
Crossler (2011) have identified opportunities for technical solutions to address privacy
concerns. The next generation of social media apps, products, and web services need
to have more transparent privacy policies so users can be better informed on how the
data collected during interaction with the service will be used. A business needs to be
trusted and valued by users for sustained interaction. The results of this study show
that individuals are concerned about their privacy, and would like to control their
digital reputation as it can directly impact long term business relationships or
employment prospects. From an educational perspective, there needs to be more
awareness training provided by institutions to make students aware of privacy issues
when dealing with social computing sites. This can reinforce behavior that contributes
to maintaining privacy and security in personal lives as well as in the workplace. The
rights of business versus rights of the consumer are in conflict; there must be a
balance between the two. Until that happens, individuals will have to take
responsibility to safeguard their online behavior.
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